ausserdem eine einheitliche Wahrung — den Euro. Infolgedessen durchzieht heute die
Europaische Union ein dichtes Netz von Handelsbeziehungen, Direktinvestitionen und
anderen Transaktionen.

Die Europaische Union befindet sich zur Zeit im weitreichendsten
Erweiterungsprozess seit ihrem Bestehen: sie fuhrt Beitrittsverhandlungen mit zwdlf
Landern und zwar mit der Tschechischen Republik, Polen, Slowakei, Slowenien,
Estland, Lettland, Litauen, Ungarn, Bulgarien, Ruméanien, Malta und Zypern. Um der
EU beizutreten missen sie aber zuerst die Beitrittsbedingungen erfiillen. Dazu gehéren
vor allem Demokratie, Marktwirtschaft und Anerkennung von allen Gesetzen und
Prinzipien der Union.

Die Erweiterung der EU wird die Européer bereichern — in materieller wie in
ideeler Hinsicht, im Blick aufihre gemeinsame Geschichte wie in Bezug aufihre Identitét.
Das Standortvarianz des erweiterten Binnenmarktes, die Bildungsbasis wie das
Kaufkraftpotenzial durfen fur weitere Wohlstandsgewinne im Binnenmarkt insgesamt
sorgen. Diesen Ertrégen stehen aber Kosten gegentiber, tatsachliche, wie die zusatzlichen
Aufwendungen fur den EU-Haushalt, und beflirchtete, wie die Wanderungswellen der
Arbeitskréfte, die Preiskonkurrenz oder die Sorge um die innere Sicherheit.

Das kinftige Regierungssystem der Union, die Struktur der Politik wie die
Machtbalance werden noch in kommenden Jahren verhandelt werden. Es ist aber schon
heute offenbar: die Européische Union wird wachsen und enger Zusammenarbeiten.

EBponelicknii colo3 — 06beANHEHWE, COCTOsALLEe U3 NATHAALATU CaMOoCTo-
ATeNIbHbIX rOCyAapCTB, CBA3N MEeXAY KOTOPbIMW CErofHs TecHee, Yem B Ka-
KoM-nn6o cot3e B Mupe. Bnarogaps co3gaHuio BHYTPeHHEro pbiHKa U BBeje-
HUI0 efnHo BantoTbl EC oxBayeH N/I0THOM CeTblo TOProBbIX OTHOLIEHW, Nps-
MbIX MHBECTULNI N APYTrnX TpaHcaKUuiA.

B HacTosiLlee BpeMs rneperosopbl 0 BCTYMJ/IEHUM B COKO3 BeAyTCs C ABEHaA-
LaTblo cTpaHamu. CTaTb uneHoM EC, ogHaKo, MOXHO /I1Lb MPU BbIMOHEHUN
onpefeneHHbIX YCNO0BUA, K KOTOPbIM OTHOCATCS MpeXae BCEro AemMmokpaTuuec-
Koe YCTPOACTBO rocygapcrsa, pPbIHOYHAA 3KOHOMMKA U NpU3HaHMe 06LLecTBeH-
HOro AOCTOSAHUA COl03a.

EBponelicknii coo3 CTOMT Ha Nopore HOBOW 3MOXM: OH ByfeT pacTu 1 cTpe-
MUTbCS K BCe 60/1e€ TECHOMY COTPYAHMYecTBY. Uepes HECKO/IbKO NIET B HEro Oy-
OYyT BXOAUTb 27 rocyfapcTs, UTO BMepBble MO3BOMMT eMy M0 MpaBy cHUTATbCA
€ANHCTBEHHOM TpaHCHaLMOHa/IbHO (hOPMOW OpraHu3aumn gasi KOHTUHEHTA.

A.B. CblponywMHCKNn
Bray (MmHck)

http://edoc.bseu.by

CYBERCRIME
KOMIMbIKOTEPHbIE MPECTYMJ/IEHNA

Willie Sutton, a notorious American bank robber of a half-century ago,
was once asked why he persisted in robbing banks. “Because that's where the
money is,” he is said to have replied. The theory that crime follows
opportunity has become established wisdom in criminology. But there is more
to crime than opportunity. Crime requires a pool of motivated offenders, and a
lack of what criminologists would refer to as “capable guardianship”. These
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basic principles of criminology apply to computer related crime no less than
they do to bank robbery or to shop lifting.

The motivations of those who would commit computer related crime are
diverse, but hardly new. Computer criminals are driven by time-honoured
motivations, the most obvious of which are greed, lust, power, revenge,
adventure, and the desire to taste “forbidden fruit”. The ability to make an
impact on large systems may, as an act of power, be gratifying in and of itself.
None of the above motivations is new. The element of novelty resides in the
unprecedented capacity of technology to facilitate acting on these
motivations.

Recent and anticipated changes in technology arising from the convergence
of communications and computing are truly breathtaking, and have already had a
significant impact on many aspects of life. Banking, stock exchanges, air traffic
control, telephones, electric power, and a wide range of institutions of health,
welfare, and education are largely dependent on information technology and
telecommunications for their operation. We are moving rapidly to the point
where it is possible to assert that “everything depends on software”. Along with
this greater capacity, however, comes greater vulnerability.

The variety of criminal activity which can be committed with or against
information systems is surprisingly diverse.

There is evidence of telecommunications equipment being used to
facilitate organised drug trafficking, gambling, prostitution, money
laundering, child pornography and trade in weapons (in those jurisdictions
where such activities are illegal). The use of encryption technology may place
criminal communications beyond the reach of law enforcement.

Digital technology permits perfect reproduction and easy dissemination of
print, graphics, sound, and multimedia combinations. But when creators of a
work, in whatever medium, are unable to profit from their creations, there can
be a chilling effect on creative effort generally, in addition to financial loss.

As electronic commerce becomes more prevalent, the application of
digital technology to fraudulent endeavours will be that much greater. The
use of the telephone for fraudulent sales pitches, deceptive charitable
solicitations, or bogus investment overtures is increasingly common. The
fraudsters now enjoy direct access to millions of victims around the world,
instantaneously and at minimal cost.

There are many technologies which reduce the opportunity to commit
computer-related crime. Given that so much computer-related crime depends
upon unauthorized access to information systems, access control and
authentication technologies have become essential. Sophisticated advice and
products for computer crime prevention are provided by one of the world’s
growth industries of today, namely computer security.

MHTepHET cTan He TO/IbKO HOBOW CTOPOHOM >XXWU3HU, HO U MecTOM, rae co-
BepLUaTCa NpecTyneHns. Yncno KOMNbTEPHbIX MNPeCcTyneHUA yBenminBea-
eTca € KaxAabiM rogom. KomnaHuu eXerofHo TpaTAT rpoMajHble AeHbrv Ha
obecneyveHne cBOe MHOpPMaLMOHHOM 6e3onacHocTU. B goknage paccmarpusa-
I0TCS OCHOBHbIE MCTOYHMKN Yrpo3bl U Mepbl Mo 6opbbe ¢ HAMKU, KOTOpPble Npea-
naratwT 3KcnepThbl.
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