B nuTepaType BbiCKa3aHO MHEHWE 0 TOM, YTO B KQYeCTBe rpaXkaaHCKo-
NMpaBoBbIX C/iefyeT paccMaTpuBaTb OTHOLUEHUS M0 OKa3aHWK MeAULMH-
CKMX YC/TyT BHe 3aBMCMMOCTW OT TOro, M3 KaKoro MCTOMHMKA MPoucxXoamT
nx onnarta.

B T0 ke BpeMsi GO/IbLLMHCTBO aBTOPOB HE OTHOCAT K 06beKTam rpax-
[aHCKMX NPaBOOTHOLLIEHWN MeAULMHCKYH MOMOLLb.

Pa3Ho06pa3Hbl CyLLIECTBYHOLLME B OPUANYECKO NUTEPATYPE MOAXOAbI
K OMpeAenieHNIo NMOHATUIA MeAULVUHCKOM MOMOLLN Y MeLULUHCKO ycnyru.
ELVHBIM AN HUX SIBASIETCS MOHUMAaHWe MeAULMHCKOWM YCyru yepes me-
AVILMHCKWE [eNCTBUS NN AeATeNbHOCTb KaK PasHOBUAHOCTU FpaXKaaH-
CKO-MPaBOBO YC/yru, Lefblo KOTOpbIX SIBASIETCS MogdepykaHue v (Mnin)
BOCCTAHOBJIEHWE 3[0P0Bbsl, XapaKTePU3YHLLMECS VCKIYNUTENbHOW BO3-
Me34HOCTbIO U MJIaTHOCTLHO.

JleranbHoe onpegeneHne MeAULUHCKOM YCNyrn Kak MeAuLUHCKOro
BMeLUATEbCTBA IN60 KOMMJIeKCa MEAULMHCKNX BMELIATENbCTB, a Takxke
WHbIX AEACTBUIA, BbIMOMHSAEMbIX NMPY 0Ka3aHUW MeULIMHCKOM NMoMoLLK, He
Mo3BOJISIET €8 OTHECTU K c(pepe rpaXKAaHCKO-NPaBoBOro PEryiMpoBaHus.

Mog MeAULMHCKOW YCyroi criegyeT NoHUMaTh MeAULVMHCKOE BMeLLa-
TE/IbCTBO SINGO KOMMIEKC MEAMLIMHCKUX BMELLATESIbCTB, a TaKXe WHbIe
[elicTBUS,, HanpaB/ieHHble Ha COXpaHeHWe, YKperJsieHWe U BOCCTaHOB/e-
HUWe 3[]0pOBbsi, BbIMO/IHSIEMble B paMKax A0roBopa BO3Me34HOro oKasaHwusi
MeANLVHCKUX YCyT.

T. B. KypaTeBa
E. IN. TypkuHa, KaHg. 3KOH. HayK, AOLEeHT
Bray (MuHck)

OCOBEHHOCTW MPECTYMHOCTW B OBJIACTW
MHPOPMALMMOHHBIX TEXHOJIOT M1 B BEJTAPYCW

TpaAnLUMOHHO Halla cTpaHa CYMTaeTCs CTPaHOM C BbICOKUM YPOBHEM
pa3BnTusa IT-TexHonormin. 3asofbl, NPOM3BOAALLNE NEPESOBYIO BbIUNC/IN-
TeNbHY TEXHUKY A/14 Bcero CoeTckoro Cot3a, 0TKpbITUE B y4YebHbIX 3a-
BeJeHMAX haKy/IbTeToB, rOTOBALLMX CeLanncToB B 3Tol obactn — Bce
3T0 caenano pecnybanKy nNepefoBoi ¢ TOUKN 3PEHNSA KOMMbIOTEPHbIX TeX-
HONOrni. VIMeHHO 3TUM 1 06bACHSAETCA 60/1€e BbICOKWNI YPOBEHb KOMIbHO-
TEpPHOI NPECTYMHOCTWN MO CPABHEHMIO C HALLMMW COCeAAMM.

B HacTosLLee BpemMs MPUHATO BblAeNATb YeTbipe BUAA KOMMbIOTEPHbIX
NPecTYNHNKOB: B3/IOMLLMKN UV KPaKepbl, Kapaepbl, PpuKepbl, BaH4a b
nnn Bupyconucatenu. MiHorga nx Bcex HasblBaloT 06 MM Ha3BaHWeM —
“Xakepbl”, KOTOPOe MPOUCXOAUT OT aHI/INIACKOrO rarosia to hack — KpoMm-
catb, pyouTs.

B3M10OMLUMKN MW KpaKepbl B3/1aMbIBatOT 3aLLMTY KOMMEPYECKMX Mpo-
rpamm, pacnpocTpaHsieMblX MaTHO, YU KpagyT HOMepa KpeauTHbIX U Te-
NedoHHbIX KapT.
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AHaNOrMYHLIMU MNPECTYM/IEHUAMN MPOMbLILLNAIOT N NpPeacTaBuUTeNn
Hanbonee pacrnpocTpaHeHHOro BuAa KOMMbIOTEPHbIX MPECTYNMHUKOB —
Kapfepbl. OHWM coBepLUalT BUPTYyasibHble MOKYMKW B MHTEPUET-Marasu-
HaX, UCMosib3ys PeKBU3NTbI BOPOBAHHbLIX KPEAUTHbIX KaprT.

OCHOBHOV4 Lieflbio BaHAa/10B UK BUpYyconucaTeneli aBnseTca HaHece-
Hue yuiepba Nosnb3oBaTeENAM U LieNIbIM KOMMaHUAM NyTem B3/10Ma 31eKT-
POHHbIX CUCTEM, BHEAPEHUSA “1IOrMYecKnx 60M6“ N BUPYCHbIX aTak.

dpuKepbl C MOMOLL LI 0COBbIX YXULLPEHUI YMYAPAOTCA 06MaHbIBaTb
TeneOHHbIE KOMMaHUM U He NNaTuUTb 3a J0POrocTosLme Mexayropog-
Hble N MeXXAyHapoHble CoOeUHEHNSA, a TakKXKe 3a A0CTyN B VIHTepHeT.

MepBoe KOMMNbIOTEPHOE MPecTyrnaeHve 6es10pyCCKUMN Xakepamu 6b1/10
coBepLleHo B 1996 r. Torga ¢ NoMoLLbio KOMMNbIOTEPOB Gbl/ia NpousBeseHa
MonbITKa CHATb OFPOMHYI0 CYMMY fieHer B AiByX 6aHKax cTpaHbl. Mpectyn-
HUKW 6bI/IN HaKa3aHbl MO CTaTbe 0 «MOLLUEHHMYECTBE B 0C060 KPYMHbIX
pasmepax», Tak Kak B 6e/10pyCCKOM 3aKOHOAATe IbCTBE elle He Obls1o cTa-
Tell 0 NPeCTYN/IeHMAX B 061aCTV KOMMbIOTEPHbIX TEXHOIOTUIA.

3a npollefLline rofbl yCoBepLUeHCTBOBa/I0Ch Ge/I0pyccKoe 3aKoHoa-
TeNbCTBO B 06/1aCTV MHPOPMaLMOHHBIX TEXHONOrMiA, npu MB/, Benapycu
co3faHo YrnpasseHne no 6opbbe ¢ NpecTynsieHUAMM B 06/1aCTU BbICOKUX
TexHonorun (¥YnpasneHue «K»). OfHaKo COBEPLLUEHCTBYETCA W YPOBEHb
KOMMbIOTEPHbLIX MPECTYNHUKOB. KOMMbIOTEPHbLIE MPECTYM/IEHUSA «MOMO-
nogenu», Tenepb Hanbosiee aKTUBHbLIMU XaKepamu CTasln LWKOIbHUKN ”
CTyfeHTbl. Vicnonb3ysa VIHTepHET, OHM HaxoAaT nHdopMaLnio o Nsoxo 3a-
LWWLLEHHbIX CUCTEMAX M MporpaMmMax M HaHOCAT OFPOMHbIV Bpes, Nosb30-
BaTeNAM U LefibIM CeTAM.

Oco6blIil BUA HOBbIX XakKepoB — 3TO 3/10yMbILU/IEHHWKN, B3/1aMblBalo-
Wye nouTy 1 NyonukyoLwme B CeTM MHTUMHYIO NEPEnUCKy nUan oTo m3-
BECTHbIX JIH0AE.

B cBA3M ¢ aTuM cneymranucTbl «JSlabopaTopmun KacrnepcKkoro» COBETYIOT:

*0rpaHM4YnNTb B CETU 06beM MHopMaLmn o cebe 1 CBOEN KOMMaHuw;

*naposin JONXKHbI ObITb He MeHee 8 CMMBOJIOB C MCMOJSIb30BAHUEM
60M1bLLUNX N MaNEeHbKNX BYKB U Ludp 1 ap.

B HacTosLee BpemA Bce Mepbl 60pbObl C KOMMBLIOTEPHBLIMU NPeCcTyn-
NEHVSAMU MOXKHO roApasfe/sinTb Ha TEXHWYECKUe, OpraHu3aLluoHHbIE Y
npasoBble.

K TeXHUYeCKNM MepaM MOXXHO OTHEeCTU 3aluTy OT HeCaHKLMOHUPO-
BAHHOro A0CTyna K KOMMbITEPHOW CUCTEME, MPUHATME KOHCTPYKLINOH-
HbIX Mep 3aWMuThbl OT XMLLEHWA 1N AUBEPCUIA.

K opraHn3aunoHHbIM Mepam OTHOCATCA OXpaHa KOMMbIOTEPHbIX CUC-
Tem, nogb6op nepcoHana, UCKYEHWE CnyyaeB BefeHUA 0C060 BaXKHbIX
paboT TO/MbKO O4HUM YEN0BEKOM W Ap.

K npaBoBbIM Mepam cnefyet 0THECTU pa3paboTKy HOpM, yCTaHaBNun-
BalOLLIMX OTBETCTBEHHOCTbL 38 KOMMbIOTEPHbIE MPECTYN/IEHNSA, 3alLUTy aB-
TOPCKWX MNpas, COBEPLLEHCTBOBAHME YIO/I0BHOI0 N rpaXkAaHCKoro 3aKoHo-
JaTenbCcTBa, a TakXXe Ccyonpon3BoacTBa.
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