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EXPLANATORY NOTE

The academic program on the academic discipline "Legal mechanisms for
countering global challenges and in the field of information security™ is aimed at a
comprehensive and comprehensive study by undergraduates of legal approaches to the
implementation of mechanisms for ensuring information security and procedural and
executive mechanisms in various legal systems. The main attention is paid to the
comparative analysis of models of legal mechanisms for countering global challenges
in the information sphere of the Republic of Belarus and the People's Republic of
China.

The purpose of teaching the academic discipline is for master's students to
systematically assimilate the system of legal and organizational mechanisms for
countering global challenges in the information sphere in a comparative aspect, a deep
understanding of the content of legislation in these areas in various legal systems and
the features of its application in modem conditions.

Achieving this goal involves solving the following tasks: mastering key
concepts, principles and norms of administrative law that are characteristic of different
legal systems; studying the features of administrative offenses, their classification and
procedural enforcement; conducting a comparative analysis of legislation regulating
administrative offenses and procedures for their resolution, with an emphasis on
international experience; developing research and analytical tools, master's students '
competencies necessary for professional assessment of legal situations, identification
of administrative offenses and selection of optimal procedures for their resolution;
developing skills in developing proposals for improving national legislation, taking
into account international practice, and instilling respect for the rule of law, justice
principles and human rights in the information sphere.

As a result of studying the academic discipline "Legal mechanisms for
countering global challenges in the field of information security”, the following
competence of SK-2 is formed:

Have knowledge of the modem concept of countering global challenges in the
field of information security, use the knowledge gained in the course of implementing
research, educational and other professional tasks.

As aresult of studying the academic discipline, the master's student must:
know:

» the essence and system of information law;

» basic concepts and categories of information law;

 sources of information law and their norms;

* main purpose, order of formation, system, functions, forms, etc.

» methods of work of public administration bodies in the information and

legal field;

* history of information law development;

 legal status of information law subjects;

 international and national approaches to building an information society



» society and the development of the digital economy.

be able to:

« analyze sources of information law and its norms;

 apply the acquired knowledge to managerial public relations tasks.

« relationships in practice;

o correctly express their opinions in the field of information law,

 supporting them with a reference to the norms of regulatory legal acts;

« analyze the legal status of information law subjects;

» formulate and justify their point of view on controversial issues;

«develop proposals for improving legislation, taking into account international
experience and national characteristics;

esubstantiate their conclusions and recommendations in scientific research and
practical activities;

have the skill:

« analyze sources of information law and its norms;

« apply the acquired knowledge to managerial public relations in practice;

o correctly express their opinions in the field of information law,

 supporting them with a reference to the norms of regulatory legal acts;

« analyze the legal status of information law subjects;

» formulate and justify their point of view on controversial issues in the field
of information law;

» conducting scientific research on topical issues of implementing legal
mechanisms to counteract global challenges in the information sphere ofadministrative
and procedural enforcement law.

As part of the educational process in this discipline, a master's student should
acquire not only theoretical and practical knowledge, skills and abilities in the
specialty, but also develop their value-personal, spiritual potential, form the qualities
of a patriot and a citizen who is ready to actively participate in the economic, industrial,
socio-cultural and public life of the country.

The academic discipline "Legal mechanisms for countering global challenges and in
the field of information security" is closely linked to such academic disciplines as
"International and national legal tools for countering crime in the field of business",
"Foreign experience in legal regulation of financial technologies".

The form of education is full - time.

In accordance with the university curriculum, the following subjects are
assigned to study:

the total number of training hours is 92,
- for full-time education, 38 hours of classroom classes are provided, including
lectures-18 hours, seminars - 20 hours.
Distribution of classroom time by course and semester:
2 semester-lectures - 18 hours, seminars - 20 hours.
Labor intensity - 3z e.
The intermediate certification form is an exam.



CONTENT OF THE TRAINING MATERIAL

Topic 1. Introduction to Information Law

Information Society and Law. Prerequisites for the formation of information law.
Strategic and conceptual foundations for the development of digitalization, the digital
economy, and the information society in the Republic of Belarus and the People's Re-
public of China. State Information Policy of the Republic of Belarus and the People's
Republic of China.

Topic 2. Theoretical foundations of information law

Information law as a branch of law, a complex branch of the legislation of the
Republic of Belarus. The place of information law in the system of Belarusian law.
Sources of information law. The concept, types, and structure of information and legal
norms. Information legal relations: concept, types, structure. General issues of respon-
sibility for offenses (crimes and administrative offenses) in the information sphere.

Topic 3. Information and digital rights and freedoms

The concept and classification of information and digital rights and freedoms of
man and citizen. Concept and content of the right to information. The concept and
content of the right to privacy. Restriction of information rights and freedoms.

Topic 4. Legal regulation of relations in the field of information, informati-
zation and information security

The concept of information threats. Information security in the context of func-
tioning of global networks. Legal aspects of copying information from the Internet.
Identification and recording oftraces of illegal activities related to the use of computer
equipment. Organizational, technical, and programmatic methods of data protection.
Protect your computer and computer network from malicious software.

Topic 5. Legal regulation of information relations in the field of commercial
secrets

The concept of commercial secrets under the legislation of the Republic of Bel-
arus and the People's Republic of China. Differences between trade secrets and other
types of protected time. Competence of subjects of legal relations in the field of com-
mercial secrets. Types of liability for violations in the field of trade secrets.

Topic 6. Legal basis for ensuring the security of the Republic of Belarus in
the information sphere

State policy of the Republic of Belarus in the field of information security. A
system of regulatory legal acts, local acts that ensure the protection of legal relations
in the information sphere. Prospects for the development of international cooperation
between states in the information sphere.



Topic 7. Legal and organizational mechanisms for countering global chal-
lenges

General characteristics of mechanisms for countering global challenges. The role
and place ofthe state in the process of countering global challenges in the information
sphere. The role and place of legal entities in the process of countering global chal-
lenges in the information sphere.

Topic 8. Legal regulation of information relations in the field of banking
secrecy

The concept of bank secrecy under the legislation of the Republic of Belarus and
the People's Republic of China. Differences between bank secrecy and other types of
protected timestamps. Competence of subjects of legal relations in the field of banking
secrecy. Types of liability for violations in the field of trade secrets.

Topic 9. Legal and organizational bases of cooperation between the Repub-
lic of Belarus and the People’s Republic of China in countering global challenges
and threats in the information sphere

Legal basis for cooperation between the Republic of Belarus and the People's
Republic of China in countering global challenges and threats in the information
sphere. Organizational bases of cooperation between the Republic of Belarus and the
People's Republic of China in countering global challenges and threats in the infor-
mation sphere.
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INFORMATIONAL AND METHODOLOGICAL PART

Literature
Main page:

1 Collecting Electronic Evidence in Criminal Cases in Russia and Foreign
Countries: Experiences and Problems: Monograph / editors S.P. Shcherba (Russian
ed.) and P.A. Lit vishko (Englished.). — Moscow: Publishing House “Gorodets”, 2024.
—224p

2. Safonova T. V. Information interactive course of lectures / T. V. Safonova. -
2nd ed. - Vitebsk: VSU named after P. M. Masherov, 2021. - 152 p.
3 Vasilevich, G. A. Informatsionnoe pravo: uchebn. manual / M. S. Ablameyko
[et al.]; under the general editorship of G. A. Vasilevich, M. S. Ablameyko. - Minsk:
Adukatsyya i vykhavanne, 2021 - - 424 s

Additional information:

4. Bachilo I. L. Informatsionnoe pravo : uchebnik [Information Law: textbook].
Moscow: Vysshee obrazovanie, 2009, 454 p.

5 Gorodov O. A. Informatsionnoe pravo : uchebnik [Information Law:
textbook]. Moscow: Prospekt Publ., 2009, 256 p.

6. Information law: textbook, manual / G. A. Vasilevich [et al.]; under the
general editorship of G. A. Vasilevich and D. A. Pletenev. - Minsk, 2015. - 352 p.

7. Informatsionnye tekhnologii v yuridicheskoy deyatel'nosti: uchebnoe posobie
[Information technologies in legal activity: a textbook]. - Moscow: Ed. Yurayt Publ.,
2015, 528 p. (in Russian)

8 Popov L. L., Migachev Yu. I., Tikhomirov S. V. Informatsionnoe pravo :
uchebnik [Information Law: textbook]. Moscow: Norma: Infra-M, 2010, 496 p.

Regulatory legal acts:

1 Constitution of the Republic of Belarus of 1994 (with amendments and
additions adopted at republican referendums on November 24,1996, October 17, 2004
and February 27, 2022). Minsk: National Center for Legal Information, 2024. 80 p.

2. Criminal Code ofthe Republic of Belarus [Electronic resource]: July 9,1999,
No. 275-Z: Adopted by the House of Representatives on June 2, 1999: Approved by
the Council of the Republic of Belarus on June 24, 1999: as amended. Law of the
Republic of Belarus Belarus from 17.07.2018// ETALON. Legislation ofthe Republic
of Belarus / National Center for Legal Information. Rep. Belarus. - Minsk, 2024.

3. Code of Administrative Offences of the Republic of Belarus: Code of the
Republic of Belarus on Administrative Offences. Belarus, 6 Jan. 2021, No. 91-3, with
amendments and additions / / ETALON [Electronic resource] / National Center of
Legal Information. Rep. Belarus. - Minsk, 2024,

4. Procedural and Executive Code ofthe Republic of Belarus on Administrative
Offenses: Code of the Republic of Belarus on Administrative Offenses. Belarus, 6 Jan.
2021, No. 92-3, with amendments and additions / / ETALON [Electronic resource] /



National Center of Legal Information. Rep. Belarus. - Minsk, 2024,

5. On the model law "On the basics of Internet regulation” [Electronic resource]:
resolution of the Interparliamentary Assembly of the CIS Member States, May 16,
2011, No. 36-9 // Consultant Plus: Belarus. Technology PROF / LLC "YurSpektr",
National Center of legal information. Rep. Belarus. - Minsk, 2024.

6. On information, informatization and information protection [Electronic
resource]: Law of the Republic of Belarus. Belarus, November 10, 2008, No. 455-Z:
ed. Law of the Republic of Belarus Belarus from 11.05.2016, No. 362-Z // Consultant
Plus: Belarus. Technology PROF / LLC ™YurSpektr", National Center of legal
information. Rep. Belarus. - Minsk, 2024.

7. On the electronic document and electronic digital signature [Electronic
resource]: Law ofthe Republic of Belarus. Belarus, December 28,2009, No. 113-Z: as
amended. Law of the Republic of Belarus Belarus from 23.10.2014, No. 196-Z //
Consultant Plus: Belarus. Technology PROF / LLC "YurSpektr", National Center of
legal information. Rep. Belarus. - Minsk, 2024.

8 On measures to improve the use of the national segment of the Internet
network [Electronic resource]: Decree of the President of the Republic of Belarus.
Belarus, February 1. 2010, No. 60: ed. Decree of the President of the Republic of
Belarus Belarus from 23.01.2014, No. 46 // Consultant Plus: Belarus. Technology
PROF / LLC ™YurSpektr", National Center of legal information. Rep. Belarus. - Minsk,
2024,

Q. About the model Law "On Electronic Commerce™: Resolution of the
Interparliamentary Assembly of the CIS Member States No. 31-12 of November 25,
2008 /I Etalon - Belarus [Electronic resource] / National Center of Legal Information.
Rep. Belarus. - Minsk, 2021



List of questions for the exam

1. Administrative and legal coercion as a means of combating offenses in Bela-
rus, China, and the countries of the continental and Anglo-Saxon legal systems.

2. The concept, structure and principles of administrative and tort legislation in
Belarus and China, its operation in space, in the circle of persons and in time.

3. The concept of administrative responsibility in Belarus and China.

4. Exemption from administrative liability in minor cases, under extenuating cir-
cumstances or reconciliation of the parties.

5. The concept and composition of an administrative offense. The difference be-
tween an administrative offense and other types of offenses.

6. The concept and types of circumstances that exclude the recognition of an act
as an administrative offense.

7. The concept, types and system of administrative penalties in Belarus and
China.

8. General rules for imposing administrative penalties in Belarus and China.

9. Consideration of mitigating and aggravating circumstances when bringing to
administrative responsibility, terms.

10. The main tasks and sources of procedural and enforcement law in Belarus
and China, their correlation with international norms.

11. The concept of administrative process, its content and tasks.

12. Comparative analysis of the stages of the administrative process: initiation
of proceedings, consideration, adjudication and execution.

13. Principles of administrative procedure, their similarities and differences in
different legal systems.

14. The concept and types of participants in the administrative process.

15. The court, bodies and officials conducting administrative proceedings: their
powers, structure and principles of functioning.

16. Participants defending their own or represented rights and interests, their
rights and obligations.

17. Stages of the administrative process.

18. The role of participants at various stages ofthe administrative process. Com-
parative analysis of the Belarusian and Chinese approaches to stages and participation
in the administrative process.



Organization of independent work of undergraduates

To obtain competencies in an academic discipline, an important stage is the
independent work of undergraduates.

A full-time student is allowed to work independently for 54 hours.

The content of independent work of students includes all the topics of the
discipline from the section "Content of educational material".

When studying an academic discipline, the following forms of independent work
are used:

- in-depth study of sections, topics, individual questions, and concepts;

- preparation for completing test tasks;

- preparation for passing the intermediate certification.



Quiality control of knowledge acquisition

Diagnostics of the quality of knowledge acquisition is carried out within the
framework of current control and intermediate certification.

Meponpuatmna Ongoing monitoring activities are carried out during the semester
and include the following forms of monitoring:

test;

express survey during classroom sessions.

The current assessment in the academic discipline is conducted three times a
semester.

The results of the current assessment for the semester, obtained during the
activities of the current assessment, are evaluated by a mark in points on a ten-point
scale and are reflected in the statement of the current assessment in the academic
discipline.

Requirementsfor students passing the intermediate certification.

Students are admitted to the intermediate certification in the academic discipline,
provided that they successfully pass the current certification (implementation of current
control measures) in the academic discipline provided for in the current semester by
this curriculum.

Intermediate certification is conducted in the form of an exam.



Quiality control of knowledge acquisition

Diagnostics of the quality of knowledge acquisition is carried out within the
framework of current control and intermediate certification.

Ongoing monitoring activities are carried out during the semester and include
the following forms of monitoring:

test;

express survey during classroom sessions.

The current assessment in the academic discipline is conducted three times a
semester.

The results of the current assessment for the semester, obtained during the
activities of the current assessment, are evaluated by a mark in points on a ten-point
scale and are reflected in the statement of the current assessment in the academic
discipline.

Requirementsfor students passing the intermediate certification.

Students are admitted to the intermediate certification in the academic discipline,
provided that they successfully pass the current certification (implementation of current
control measures) in the academic discipline provided for in the current semester by
this curriculum.

Intermediate certification is conducted in the form of an exam.

Methodology for forming a grade for an academic discipline
In accordance with the Regulation on the rating system for assessing the
knowledge, skills and abilities of BGEU master's students.
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