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EXPLANATORY NOTE

The discipline «IT-Law» is aimed at studying the legal regulation of modem IT
achievements in the context of optimizing business processes. Information
technologies have become one of the leading factors in the progress of civilization,
and their widespread use has formed a new sphere of public relations. Information
technologies have an impact on various aspects of social and economic development,
public administration, and people's daily lives. They, along with telecommunication
technologies, form the basis of the processes of informatization, the movement
towards the information society. In the Republic of Belarus, the development and
effective use of information technologies is one of the priorities of state policy.

The purpose of teaching the discipline consists in the formation of in-depth
professional and special competencies for work in the field of legal regulation of IT
achievements in the context of optimizing business processes, as a result of students
acquiring knowledge of the theory of IT law, studying domestic legislation and
international agreements in this area, acquiring skills in their practical application, as
well as the foundations for further self-development.

To achieve the goal, teaching the discipline pursues the following objectives:

» to form a knowledge system on the studied discipline for solving theoretical
and applied problems;

» develop skills in using systematic and comparative analysis of concepts,
institutions and legal relations regulated by IT law;

» master the skills of using an interdisciplinary approach in solving law
enforcement problems;

 acquire practical skills in using theoretical knowledge and applying sources
of IT law.

As a result of studying the discipline "IT-Law" the following competence is
formed:

specialized:

demonstrate knowledge of the modem doctrine of IT law, and use the
knowledge gained in the course of implementing research, educational, and other
professional tasks.

As a result of studying the discipline students are

to know:

- basic concepts and categories, fundamental principles of IT law;
the legal status of subjects of IT law;
features of the legal regulation of commercial secrets;
the specifics of the legal regulation of contractual obligations in the IT sector,
complicated by a foreign element;

- features of international intellectual property protection.

to be able to:

- to characterize the principles and methods of legal regulation of relations that
constitute the subject of IT law;

- evaluate the normative legal acts of national legislation, international
agreements and correlate them according to their legal force;



- apply the rules governing the protection of intellectual property objects;

- analyze cybercrime issues;

- to use theoretical knowledge for the reasoned solution of specific legal cases
and tasks.

to possess:

- a systematic and comparative analysis of the norms of IT law;

- practical application of the norms of IT law in specific legal situations and
areas of professional activity;

- search, systematization and analysis of scientific and legal information;

- development of draft agreements complicated by a foreign element;

- analysis and generalization of the practice of applying the norms of IT law.

Within the framework of this training programme students are to gain the
theoretical and practical knowledge and skills, to develop their moral, personal and
spiritual potential as well as to cultivate the virtues of a true citizen and patriot who is
able to actively participate in the economic, social and cultural life of the nation.

The place of the discipline in the system of training a specialist with a higher
education. The academic discipline refers to the module "Actual problems of civil
law" of the educational institution component.

Connection with other academic disciplines - the content of the discipline is
interrelated with the academic disciplines of the educational institution component:
"Actual problems of the theory and practice of the application of civil legislation”,
"Business law" and "Trade aspects of intellectual property rights”.

Form of the higher education degree program - full-time.

According to the curriculum, the number of hours are the following:

total number of academic hours - 92, in-class —38 hours, including lectures 26
hours, seminars - 12 hours.

Distribution of in-class hours by type of classes, years and terms:

1 term - lectures 26 hours, seminars - 12 hours;

The labor input accounts to 3 credits.

Exam is used as a form of the midterm assessment.



COURSE CONTENT

Topic 1. IT Ilaw: concept, subject, method and principles of legal
regulation

IT law: concept, subject, method.

National and international principles aimed at regulating information
technology.

Government agencies that regulate activities in the IT sector.

Topic 2. Legal regulation of IT- business

Forms of IT business organization and their legal regulation.

Individual and corporate business: the essence and features.

Registration of performers (employees) on the basis of labor and civil law
contracts, transfer of intellectual property rights.

Legal regulation of the activities of residents of the Hi-Tech Park (HTP). Tax
benefits for HTP residents.

Topic 3. IT- business protection

Types and characteristics of intellectual property objects.

Computer program, copyright protection for a computer program.

Intellectual property protection: computer software, text and graphic
information on the Internet.

Contractual relations with the authors (developers are individuals). An
agreement on the assignment of an exclusive right, a license agreement, an author's
agreement, an agreement on the creation and use ofthe result of intellectual activity.

Registration of a computer program in the NCIS.

Software patents.

Legal protection of a trademark.

Placement of intellectual property objects on the Internet.

Topic 4. Commercial secret. Confidential information

The concepts of "trade secret”, "confidential information”, "non-disclosure
agreement".

Signs of attribution of information to a trade secret.

Establishment of a trade secret regime.

Types of liability for disclosure of trade secrets.

Topic 5. Contract Law in IT- sphere

The concept of "contract in the IT sphere”. Classification and characteristics of
contracts: Fixed-price (FP) contract, subscription agreement for software
development, Time & Materials contract (contract with the condition of payment
upon the fact).

Legal regulation of ways to attract investments in the IT sector: a convertible
loan agreement, an option agreement. Smart contract.



Topic 6. Tort Law and Cybercrimes

Litigation in the IT field: disputes over software development contracts; debt
collection disputes; labor disputes.

The competent authorities dealing with disputes are: the Judicial Board for
Intellectual Property of the Supreme Court of the Republic of Belarus; courts dealing
with economic cases, district (city) courts; arbitration (arbitration) courts; the state
court of a foreign state.

Information security: characteristics; methods that ensure information security.

Cybercrimes: theft through the use of computer technology, unauthorized
access to computer information, unlawful possession of computer information,
modification of computer information, etc.
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IT law: concept, subject, method and principles
of legal regulation
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Topic 3 IT- business protection

IT- business protection

Topic 4 Commercial secret. Confidential information

Commercial secret. Confidential information

Topic 5 Contract Law in IT- sphere
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preparation of
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Quiz, an abstract
(essay).
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Topic 6

Contract Law in IT- sphere

Tort Law and Cybercrimes

Tort Law and Cybercrimes
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List of questions for exam

1 IT law: concept, subject, method.
2. National and international principles aimed at regulating information
technology.

3. Government agencies that regulate activities in the IT sector.

4.
5.
contracts
6.
7.
8.
9.
10
11
12

Forms of IT business organization and their legal regulation.

Registration of performers (employees) on the basis of labor and civil law
Non-disclosure agreement.

Non-competition Agreement.

Legal regulation of the activities of residents of the Hi-Tech Park (HTP).
Tax benefits for HTP residents.

. Types and characteristics of intellectual property objects.

. Copyright in an official work is a computer program.

. Contractual relations with the authors (developers are individuals). The

contract of assignment of the exclusive right.

13
14
15
16
17

18.

Republic

19.
20.
21.
22,
23.
24.
25.

. License agreement.
. Copyright agreement.
. An agreement on the creation and use of the result of intellectual activity.
. Protection of intellectual property objects.
. Registration of a computer program in the Republic of Belarus.
Copyright infringement and prosecution under the legislation of the
of Belarus.
Patents for solutions in the IT field.
Legal protection of a trademark.
The concept and signs of a trade secret.
Legal measures to establish a trade secret regime.
Classification and characteristics of contracts in the IT sphere.
Fixed-price contract.
Contract with the condition of payment upon the fact (Time & Materials

contract).

26.

Legal regulation of ways to attract investments in the IT sector. A

convertible loan.

27.
28.
29.
30.
31.
32.
33.
34,

Purchase and sale of a share in an IT company (Equity financing).
Option agreement.
Smart contract.
Legal regulation of blockchain in the Republic of Belarus.
Legal disputes in the IT sphere.
Competent authorities dealing with disputes in the IT field.
Information security: characteristics and measures.
Cybercrimes (crimes in the field of information technology).



List of reports topics

Legal regulation of Smart-contrast (Smart contract) in foreign countries.
Software patent.
Digital signature.
Legal regulation of cyberspace.
E-commerce.
Online contract.
Copyright on the Internet.
Legal protection of a trademark.
. Cybercrime.
10. The international legal regime for combating cybercrime.
11. European Convention on Cybercrimes (Crimes in Cyberspace) Budapest,
November 23, 2001.
12. International legal regime concerning electronic commerce.
13. The UNCITRAL Model Law on Electronic Commerce of 1996.
14. The international legal regime concerning intellectual property rights on the
Internet.
15. Cyberterrorism.
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Methodical recommendations for self-study of master’s students

Self-study of master’s students are very important stage in obtaining course
knowledge.

54 hours are allocated for self-study of a full-time student of the In-depth
Higher Education.

The content of students' self-study includes all the discipline topics from the
section "Course content".

Main components of self-study for master’s students are the following:

- detailed review of topics, certain issues, concepts;

- preparation for revision tasks;

- preparation for seminar classes, including the preparation of thematic
reports, informational and visual materials, abstracts, presentations, essays, etc.;

- work with educational, reference, analytical and other literature and
materials;

- preparation for the interim assessment.



Assessment procedures

Assessment is carried out within the framework of monitoring and intermediate
certification.

Monitoring tools are used during the term and include the following forms of
assessment:

revision task;

test;

an express survey,

essay;

quiz;

an abstract, in the form of a presentation.

The current academic assessment is conducted at least three times per semester.

The result of the monitoring during the term is estimated by a mark in points
on a ten-point scale and is derived based on the marks put during the activities of the
monitoring during the term.

Requirements for the student during the intermediate certification.

Students are allowed to undergo certification in the academic discipline on
condition of successful completion of the monitoring certification (monitoring tools)
in an academic discipline set out in the current term by this curriculum.

Intermediate certification is carried out in the form of an exam.

The methodology of forming a mark for an academic discipline
In accordance with the Regulations on the rating system for assessing the
knowledge, skills and abilities of BSEU students.
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