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AHHOTAIIUSA

B ycnoBusax pa3BuTusi WHGOPMALMOHHBIX TEXHOJOTUH, HUGPOBU3AINH
rocyJapcTBa  BO3HUKAIOT MpOOJEeMbI €  HMCIHOJb30BaHUEM  HH(POPMAIIHH,
NOCTYINAKIIEH B IriI00anbHy0 ceTh. [lepcoHalIbHbIE JaHHBIE JIML MCIOJIb3YKOTCS
UMU MIPAKTUYECKH MPU JFOOBIX JEHCTBUAX B ceTH VHTEpHET, YTO MOPOXKIAET PUCK
37I0yNOTpPeOJIEeHUsT W HE3aKOHHOW 00paboTkum pgaHHOW wuH(opMauuu. I[lpu
HE3aKOHHOW 00pabOTKe MEepCOHANBHBIX JAHHBIX HAPYIIAIOTCS OCHOBHBIE MpaBa U
cBOOO/IBI YEJIOBEKAa, YTO MPUBOAUT K HEOJIArONPUSTHBIM MOCIEICTBUSAM B KU3HU
o0miecTBa U rocyaapcTBa. B naHHOW cTaThe MpEANpUHATA MOMbBITKA UCCIEI0BATH
OCHOBHBIE MpOOJEMBbl 0OpaOOTKM M 3alIUThl MEPCOHAIBHBIX JAHHBIX B CETH
Wuteprer. Chenanbl BbIBOJBI O JalbHEWIIEM pPAa3BUTUU 3aKOHOJATENbCTBA B
JTaHHOU cepe.

KiroueBble c10Ba: nepcoHaabHbIE IaHHBIE, IM(PpoBU3aLus, ceTb HTepHeT,
MH(POPMaILlMOHHBIE TEXHOJIOTUH, 3aIIUTa, IPABOBOE PETYIUPOBAHUE.

B XXI| Beke ¢yHIZaMEHTOM NpakTUYECKH JIO00M cdepbl KU3HU CTasa
uHpopmanus. HeoOxonumocTs BHeApeHUST HHPOPMALIMOHHBIX TEXHOJIOTHI (Hanee-
NT) siBnsieTcst O4HUM M3 OCHOBOTIOJIATralOIINX HAMIPABJICHUM Pa3BUTHS TOCYIapCTBA,
TaK Kak OHM CIIOCOOCTBYIOT YCKOPEHHIO, YIPOIIECHHIO Pa3JIMYHBIX MPOLIECCOB
(3KOHOMHYECKHX, COLMAIbHBIX U JIp.) HACEJIEHUS, IOCYJapCTBEHHBIX OPraHOB H
roCyAapcTBa B LIEJIOM.

Buenpenue UT npuobperaet riiobanbHble MaciiTaObl, 0XBaThiBasi Bce chepbl
YKU3HHU OOIIECTBA U TOCYAApCTBa, YTO MO3BOJISIET TOBOPUTH 00 MH(MOpPMATH3AILINH,
MIPOUCXOISIIEH TIPU OCYIIECTBICHUH KaKUX-JINO0O0 JECHCTBUIN TaHHBIMU CYOBEKTAMHU.

[Ton uudpoBuzammeit B Y3KOM CMBICIE TOHUMAETCS NpeoOpa3zoBaHuE
uHdopmaruu B 1uppoByro GopmMy, KOTOpoe B OOJBIIMHCTBE CIIy4aeB BEIET K
CHIDKEHUIO U3JIEPKEK, TIOSIBICHUIO HOBBIX BO3MOXHOCTEH U T. 1. Lludpposuzanmio B
HIMPOKOM CMBICIIE MOXKHO paccMaTpuBaTh Kak TpeHI 3P(HEKTUBHOTO MHUPOBOTO
pa3BUTHSL TOJILKO B TOM cilydae, eciii uu@posas TpaHchopmanus nHpopmManuu
OTBEYAET CJIEAYIOIMM TpeOOBaHUSM: OHA OXBAaThIBACT IMPOU3BOACTBO, OHM3HEC,
HAyKy, COLHUAIIbHYIO cPepy U OOBIYHYIO KU3Hb T'PAXkIaH; COMPOBOXKIAETCA JIUIIb
3G ()EKTUBHBIM HCMOIB30BAHUEM €€ pe3yJbTaToOB; €€ pe3yJbTaTbl JIOCTYIHbI
M0JIB30BATENSIM IPE0Opa30BaHHON HHPOPMALINK; €€ pe3yJbTaTaMHU MOIb3YIOTCS HE
TOJILKO CIICLIMAIMCTHI, HO U PSA0OBbIC rpaxkaane|l, c.46].

HecmoTpss Ha A0CTaTOYHOE KOJIMYECTBO MPEUMYIIECTB LU(POBU3AINH,
BBICTYNAIOUICH YHUBEPCAIBHBIM CIIOCOOOM pEIIECHUS BO3HUKAIOIIUX B OOIECTBE
npobJieM, CYyIIECTBYIOT BOIIPOCHI, CBSI3aHHBIE C MOSIBJICHHEM HOBBIX CIOCOOOB
KOHTPOJISL M YIPaBJIECHUS, 1€ IEPCOHABHBIE TAHHBIE BHICTYNAIOT HUHCTPYMEHTOM.
B coBpeMeHHBIX «IIU(POBBIX» YCIOBHUIX BOZHUKAET MpoOIeMa, KOTopas COCTOUT B

218



TOM, YTO MPH JHOOBIX B3aUMOACUCTBUAX YeTOBEKA U UH(POPMAIIMOHHBIX TEXHOJIOT U
NOSIBIsIETCS «IIMGPOBOM CIIeI» JaHHOTO JIUILIA.

B mnpouecce mudpoBuzanuu OOJBIIMHCTBO MPUBBIYHBIX HaM MPOLETYP
npuoOpeTaeT JJIEKTPOHHBIM  (dopmar, Hampumep, IMoAava 3asBICHUNA B
rocyapCTBEHHbIE OpraHbl, 0OpalieHue B MEIUIIMHCKUE YUPEKICHUS, 0(OpMIICHUE
3aKa30B B HWHTEpPHET-Mara3mHax, pErucTpanus Ha calTax TrocyJapCTBEHHBIX
opraHoB u Ap. Tak, npu OCYIIECTBICHUU TaKUX JEHCTBUN NMEPCOHAILHBIC TAHHBIE
HACeJICHUsl TIOMajaloT B MIoOalbHyl0 ceTb MHTepHeT M o0OpabarbIBaloTcs B
3NIeKTpOoHHOM (opmare. Mcxons U3 3TOro, BO3HUKAET BOIPOC O 3alluTe
NEPCOHAIIBHBIX JAHHBIX.

B cootBercTBum ¢ 3akoHoM Pecnyonuku benapych «O 3amure nepcoHaabHbIX
naHHbeIX» oT 07.05.2021 r. Ne99-3 (nmanee — 3akoH «O 3ammre NepcoOHaIbHBIX
JIAaHHBIX») TIEPCOHAIbHBIE JlaHHbIe — J00as wuHbOpPMAaIUs, OTHOCSIIAsACS
K UICHTUPUIMPOBAHHOMY (U3UUYECKOMY JHIY WIH (PU3NYECKOMY JIUIY, KOTOPOE
MOKET OBITh HIACHTHUPHUIMPOBAHO. be3ycioBHO, BO3MOKHOCTh HCIOJIB30BaHUS
NEPCOHAIBHBIX JIAHHBIX JOJDKHA OBITh OJOOpEHa JIMIOM, YbU MEPCOHAJIbHBIC
naHHble OyayT oOpabatbiBaThCsl. 3akoH «O 3alllUuTe NEPCOHAIBHBIX JaHHBIX»
ONPENENSIET, YTO ONEpaTop — TOCYJApPCTBEHHBIM OpraH, IOPUAUYECKOE JIUIIO
PecnyOnuku benapych, nHas opranuzanusi, (U3HYECKOE JIMIO, B TOM YHUCIIE
UHAMBUIYAJIbHBIN TpeanpUHUMAaTENb (Jajnee, €ClIM HE OINpeAeseHO WHOe, —
(du3nUecKoe JHI), CAMOCTOSITENIBHO WM COBMECTHO C HHBIMU YKAa3aHHBIMHU
JUIAMU OPraHu3yoIIue W (WIKM) OCYIIECTBISIOMNE 00pabOTKYy MEpPCOHATBHBIX
JAHHBIX; CYOBEKT MEPCOHAIBHBIX JAHHBIX — (PU3MYECKOE JIULO, B OTHOIICHHH
KOTOPOT'0 OCYILIECTBISIETCA 00padOTKa NePCOHATBHBIX JaHHBIX;

TpaguLIMOHHBIM CHOCOOOM 3allUTHl MEPCOHANBHBIX JAHHBIX BBICTYIAET
corjacue (pU3MYECKOro JMIa Ha JAEUCTBUS C €ro MNepCOHAIbHBIMHU JIaHHBIMH.
JlaHHBIN cIOCO0 € KaXKIBIM JIHEM CTAHOBHUTCSI MEHEE JICHCTBEHHBIM B BUY TOTO, UYTO
JIOAM HE 0OpallaroT BHUMaHHE Ha MPOCHOBI O COMVIACHU Ha MCHOJIb30BAaHUE HX
JAHHBIX M CTaBAT ONpPEAEJICHHbIE OTMETKHA Ha BCIUIBIBAIOIIMX OKHAX Pa3IUYHBIX
Nutepner-caiitoB. HMTorom  3TOro  CiyMT  OTCYTCTBHME  KOHTPOJA  3a
NEPCOHAIBHBIMU JaHHBIMU CYOBEKTa U BO3pacCTaHHE PHUCKOB HE3aKOHHOTO
UCIOJIb30BaHusl HHPOpMaIUK.

[IpaBo Ha 3amUTy MEPCOHAIBHBIX JAHHBIX — OCHOBOIOJAraroLIee MPaABO
4yeJioBeKa, B OCOOEHHOCTH, B BEK WH(OPMAIIMOHHBIX TeXHOJOruH. OTCyTCTBHE
rapaHTUd Ha 3aIIUTYy JUYHOW HMHQPOpPMALMMU TOPOXKIAET HAPYIICHHE APYTHX,
byHIaMEeHTaJIbHBIX TpaB uejoBeka (cBoOoAy JocTyna K  uHGOpMaIu,
HEBMEIIATEIbCTBA B JUYHYIO KU3HB, CBOOOY BBIPXKEHHUS U JIP.)

[Ipy uCMONBb30BAaHUM  COBPEMEHHBIX HMH(POPMAIMOHHBIX  TEXHOJIOTHI
BO3HMKAET YIpo3a, KOTOpas COCTOUT B TOM, YTO MEPCOHANIbHBIE JAHHbIE CYObEKTa
MOTYT MCIIOJIb30BaThCsl M 00pabaThiBaThCs 0€3 €ro coryacus. ITO MPOUCXOIUT MPU
pacchUIKe pa3UYHBIX COOOIIEHUH TOJIB30BATENAM, KOTOpbIE NEPEXOIAT IO
YKa3aHHBIM CCBUIKaM, C TMOMOILIBIO YEro OTKPBIBAIOT JOCTYIl K IEPCOHAIBHBIM
JAHHBIM, HE JaBas Ha 3TO (pakThyeckoro cormacus (pumuHT). 31€Ch BOSHUKAIOT
nepBbIe MPOOIEMBI TPHU UCIIONIB30BAHUU ceTH MHTEepHeT:
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- Ilomaganue B ceTh NEPCOHAJIBHBIX JAHHBIX NPH OTCYTCTBUHU COTJIACHS
cyOBbeKTa Ha TaKue JIeUCTBUS;

- OrcyrcTBUe 3((PEKTUBHBIX CMOCOOOB MOJTYYEHHUST KOMIICHCAIIUU, B BUIY
HE3aKOHHOTO HCIOJIb30BaHUS JIMYHOM HMH(OpManMu CcyObeKTa, YTO IO3BOJISET
TOBOPUTH O HEOOXOJUMOCTH IMEPECMOTpa MPABOBOIO PETYIUPOBAHUS B JTAHHOM
Bompoce [2, c.117].

B ycnoBusix 1mudpoBU3alMd COBPEMEHHOTO MHpa ACHUCTBUTEIBHO CIOKHO
TOBOpUTh 00 OTKa3e B 00OpOTE MEPCOHANBHBIX NaHHbIX B cetn Mutepner. Ho,
HECMOTpPsI Ha 3TO, MEXaHW3Mbl BBISIBICHUS HE3aKOHHOTO MCIOJIb30BaHUS
NEPCOHANBHBIX JaHHBIX CYObEKTOB Pa3BUTHI JOCTATOUHO cl1abo 1 HEI(DPEKTHUBHO.

Bo3Hukaer Bompoc O CO3JaHUM TUHOBOW (OPMBI  TMOJB30BATEIBCKOTO
COIJIAIICHHUS], & TAKKE HEOOXOAMMOCTh B KOHKPETHU3AIMU CPOKOB U L€ XpaHEHUS
MEePCOHAIBHBIX JTAHHBIX CyOBeKkTOB [3, ¢.18]. B maHHOM ciiyyae MOXHO caenaTh
BBIBOJI, UTO OTCYTCTBYIOT YETKO C(POPMHUPOBAHHBIE MOJIXOJbl MO OOECIECYEHUIO
MEXaHU3Ma 3allUThl NMEPCOHAIBHBIX JAHHBIX B TI00ATBHON CETH, MPHU YCIOBUU
KoJM4ecTBa 00paboTKu HH(OpMaIMU B JaHHOU cpeie. Takum 00pa3oM, HEOOX0 UM
IEPECMOTP YK€  YCTOSBIIHUXCSA  «KIACCUYECKHX»  MEXAHU3MOB  3allUTHI
MEPCOHAJIBHBIX IAHHBIX.

CrouT OTMETUTH, YTO B pamMKax ceTH MHTEepHET, B3aUMOJIEUCTBHUE ONEpaTopa
U CyObeKTa MEePCOHAIBHBIX JAaHHBIX MOXKET BBIXOAUTH 3a IMPEACNbl OJIHOTO
rocygapcrBa, 3TO TOBOPUT O HEOOXOAUMOCTH B pa3pabOTKe MPaBOBOIO
peryinvpoBaHusi Ha Oosiee BbICOKOM ypoBHe [4, c.47]. B Bumpy cioxHocTen
Pa3IUYHBIX CIIOKHOCTEW KaK IMOJUTHYECKUX, TaK U COLUATBbHO-PKOHOMHYECKUX
JAHHOE TMPEJIOKEHUE JOCTATOYHO 3aTPYyAHMUTENIBHO B pealu3alli, MO3TOMY
NEPBBIM 3TAOM PA3BUTHS JAHHOTO HAMPABJIECHUS JIOJKHA CTAaTh pa3padoTka OoJee
3¢ (HEeKTUBHBIX CIOCOOOB BBISBICHUS MPABOHAPYIICHUN W (WJIM) MPECTYIJICHUN B
OTHOILIEHUHU TEPCOHAIBHBIX JAaHHBIX B ceTU VHTEpHET Ha TOCyJ1apCTBEHHOM
YPOBHE.

[TonBos UTOT BBIIEU3TI0KEHHOMY, MOYKHO CJIE€TIATh PsIJi BBIBOJOB:

1 CoBpeMeHHBbIN dTanm pa3BUTUS UHOOPMAIIMOHHBIX TEXHOJIOTHH |
nupoBU3alMs  TOCYAapCcTBa IMOPOXKAAaeT OOJbIIOE KOJIMYECTBO BOIPOCOB,
HEYpETyJIMPOBAaHHBIX 3aKOHOATEIBCTBOM.

2 3aKOHOJATENBCTBO O TEPCOHAIBHBIX JAHHBIX JOJDKHO CTPOWTHCS Ha
oOecrieueHuu OanaHca MEXIy MHTEpecaMH OMepaTropa U CyObeKTa MepCOHAbHbIX
naHHbIX. [Ipu ycTaHoBieHMH orpaHuYeHUid B 00pabOTKe MEPCOHANBHBIX AaHHBIX
CyOBeKTa JOMKHBI OOecrneuynBaTh KOHTPOJb 32 MCIOJIb30BAHUEM IEPCOHAIBHBIX
JAHHBIX M, B TO € BpPEMs, MPEJOCTABIATh BO3MOXKHOCTh Pa3BUTHUS LU(PPOBOU
cpeabl 6e3 oOpeMeHeHUsT YeM-TH00.

3 CymiectByer ocTtpas HEOOXOJIMMOCTh B pealM3alldd MEXaHW3Ma 3allUThl
MEePCOHANILHBIX JaHHBIX B ceTH WHTEepHET, Tak Kak CyOBEKThl MEpCOHATBHBIX
JAHHBIX E€XEIHEBHO OCTABIISIIOT CBOM «IU(POBOM cley» B TIOOAIBHOW CETH,
MO3BOJIAIOIINN UCTIOIB30BATh JIMYHYIO HH()OPMALIUIO B HE3aKOHHBIX LIETSX.

4 OcHOBHBIMU TpoOIEMaMU B 00JACTH MPABOBOTO PErYJIHPOBAHUS 3AIIUTHI
NEPCOHANBHBIX JIaHHBIX B CETH VHTEpHET MNpPEeaCTaBIAIOTCS: CIOXHOCTH B
BBISIBJICHUM M OTCIEXKUBAaHUU (AKTOB HapyUIEHHs 3aKOHOAATEIbCTBA O
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NEPCOHANBHBIX JAHHBIX, IOCTATOYHO OBICTPOE PaCHpOCTpaHEHHWE MH(POpPMALMHU U
OTCYTCTBHUE BO3MOKHOCTH HEMEUIEHHO YCTPAaHUTh HAapyUIEHUs. AKTyalbHbIM
CTAHOBHUTCSl BOIIPOC B pa3pabOTKE Mep IMPaBOBOTO PEryJUPOBAHMS 3aIlUTHI
NEPCOHANIbHBIX JAHHBIX B c€TH HTEpHET B YCIOBUAX LU(PPOBHU3AIMU TOCYIAPCTBA,
a TaKXe TOBBIIICHUS YPOBHS B3aUMOJCHCTBHS TOCYIApPCTBEHHBIX OpPraHOB U
OMEPATOPOB IO BOIIPOCAM IIPECEUEHUS U YCTPAHEHHUSI IPOTUBOIIPABHBIX JECHCTBUM.
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